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tez2c >

¥ READMEmd

xs5_example
url_example

upload_example

insecure_board

» ClaE 2| oS

insecure_board C|E{2| L commonjsp TS E O dbPw #H==0f MySQL IHAYEE &

webhacking_book-main

T #E@2

> OneDrive - Persona

i HHE = »

4 ogEc »

4709| ClAH 2| E [EEX[EE]/webapps/ROOT 2 0| S3HCY.

>  webhacking_book-main >

webhacking_book-main

a4 Q

== 57| [ER L =t]
X b
G >|Wec » 2HOAI(C) > tomecat > webapps > ROOT
] N o=E == 27|
WEB-INF
xs5_example
url_example

upload_sxample

insecure_board
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L > - tomcat > webapps *» ROOT * insecure_board > insecure_board 4

™ =BE == 27
css ] File Edit Selection View
js £ commonjsp X
boardAction jsp
boardDelete jsp

String uploadPath = "upload”;
String dbHost = "jdbc:mysql://

boardinsert jsp

beardList jsp

boardUpdate jsp String dbId "root";

boardview jsp String dhPw "crehacktive";
common jsp

download jsp
EITor jsp
index jsp

joinjsp

joinAction jsp

» common,jsp 0| A G|O|E{H{|O]A DA QIE

o
Ji

MySQL & d&st Fo| E2|H A=

(¢}
i
o
JE
rot
o

Enter password: ***#*xkxkk

Welcome to the MySQL monitor. Commands end with ; or #g.
Your MySQL connection id is 399

Server version: 8.0.29 MySQL Community Server - GPL

Copyright (c) 2000, 2022, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or "Wh' for help. Type 'Wc' to clear the current input statement.
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mysql>

insecure_board CIHEH2| L querytxt TS L1 MK LES SA}

<:| loginAction jsp

| logoutjsp

< mMypage.jsp

| mypageUpdate jsp

| mypageUpdateAction jsp

<:| passwordUpdate.jsp

<:| passwordUpdateAction. jsp

< pingcheck.jsp

E querybit  frm—

< withdrawal jsp

» query.txt

MySQL E =02} ZAteH L&

create database webhacking_db;
use webhacking_db;
create table members(

idx int not null auto_increment,
id varchar(30),

password varchar(100),

name varchar(50),

email varchar(30),

company varchar(30),

primary key(idx)

JDEFAULT CHARSET = utf§;
create table insecure_board(
idx int not null auto_increment,
title varchar(100),

content text,

id varchar(30),

name varchar(50),

file varchar(50),

regdate date,

secret varchar(2),

primary key(idx)

JDEFAULT CHARSET = utf8;

mjo

=0

OHL
rr

Ct.

mysql> create database webhacking_db;
Query OK, 1 row affected (0.01 sec)

mysql> use webhacking_db;

Database changed

mysql> create table members(

-> idx int not null auto_increment,

-> id varchar(30),

-> password varchar(100),

-> name varchar(50),
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-> email varchar(30),

-> company varchar(30),

-> primary key(idx)

-> )DEFAULT CHARSET = utf8;

Query OK, 0 rows affected, 1 warning (0.04 sec)

mysql> create table insecure_board(
-> idx int not null auto_increment,
-> title varchar(100),
-> content text,
-> id varchar(30),
-> name varchar(50),
-> file varchar(50),
-> regdate date,
-> secret varchar(2),
-> primary key(idx)
-> )DEFAULT CHARSET = utf8;

Query OK, 0 rows affected, 1 warning (0.03 sec)

mysql> create table customer_info(idx int, id varchar(15), password varchar(30), jumin

varchar(15));
Query OK, 0 rows affected (0.03 sec)

mysql> insert into customer_info values(1, *
Query OK, 1 row affected (0.01 sec)

mysql> insert into customer_info values(2,
Query OK, 1 row affected (0.01 sec)

mysql> insert into customer_info values(3,
1601812");

Query OK, 1 row affected (0.01 sec)

mysql> insert into customer_info values(4,
Query OK, 1 row affected (0.01 sec)

mysql> insert into customer_info values(5,

admin’, '@dmin!lg@w#e’, '810203-1023113");

‘gugucon’, '99c0n’, '861121-1244251");

‘'sonata_zzang', 'sosohan123’, '890912-

‘halls’, 'halls920912', '921001-1881222");

‘tkworld’, '1q2w3e4r’, '870405-1285264");

5/10




Query OK, 1 row affected (0.01 sec)

mysql>
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mysql> use webhacking_db
Database changed

mysql> show tables;

| customer_info |
| insecure_board |

| members |
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€« C A F2SF |192.168.219.142:8080/insecure_board/ g 3 S b @

@ CREHACKTIVE INSECURE WEB-SITE Home Login Jain

No Title Name Date

Posts does not exist.

All s Keyword Input Search ‘

HES ?o admin A'ES SGHEXL & T O|X| 25 JEHel [oin] HES S =& 7tY
HO|X|2 O|F¢t ttZ OtO|C|Zt admin & AES YETCt OFO|E|= BIEA| admin 22 d4-Jofiof

—

Mo M CHEE BE UES I TS 4 ULt
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@ CREHACKTIVE INSECURE WEB-SITE Home Login | Join

Join Page

D

admin

Password

Name
admin

E-mail
admin@crehacktive.co.kr

Company

crehacktive

JOIN

» admin AE 4o

O|X| MAMSH Aoz 2012 A|ZBIC}
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Login Page

ID

admin

Password

p Z0 AL

Ch2ot 22 o7t EHEH admin A”2E 2010 3% Z0|CE ZHef OFO|C|Zt admin O]

OtL|2t™ [Ping Check] Ol '+& & &[X| Y=L

@ CREHACKTIVE INSECURE WEB-SITE Home MyPage Ping Check Logout
No Title Name Date

Posts does not exist.
All 3 Keyword Input Search

» admin AELE 219l

| idx | id | password | name | email | company |
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+----- oo oo oo oo e +
| 1| admin | admin123 | admin | admin@crehacktive.co.kr | crehacktive |
+----- oo oo oo oo e +

1 row in set (0.00 sec)
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